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Abstract: The implementation of a security diagnostic tool on computer systems involves preparing the system,
choosing the right tool, running the scan and analyzing the results. The major challenge involves reduced
performance, downtime or even data loss which leads to reduced performance of a system. The methodology adopted
included setting up the required software and hardware environment, installing and configuring the diagnostic tool,
and testing its performance under different load conditions. Real-time data was collected, analyzed, and presented
in graphical and textual formats, while alerts were triggered whenever thresholds were exceeded. This project
highlights the importance of implementing security diagnostic tools as a proactive approach to system management.
It recommends that future work should enhance such tools with advanced visualization features, remote alerting
options, and broader applicability across enterprise environments.

Keywords: security diagnostic, computer systems, hardware environment, security diagnostic tools, enterprise
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1. INTRODUCTION

In today’s digital era, computer systems are central to personal, academic, and organizational tasks. However, these systems
are frequently vulnerable to both internal and external risks, including hardware malfunctions, software errors, and security
threats. If left unchecked, these issues can lead to reduced system performance, data loss, and severe productivity setbacks
(zhang et al 2022).

To minimize these risks, the implementation of automated diagnostic tools has become increasingly necessary. A security
diagnostic tool evaluates key system metrics in real time, detects abnormal behaviors, and provides early warnings, enabling
proactive measures to maintain optimal performance and security (Bishop Matt 2019).

Furthermore, studies have shown that even minor technical issues can cause significant disruptions when multiplied across
large organizations. For instance, a memory overload in one process can slow down hundreds of systems, resulting in
operational delays and financial losses. In addition, the rise of sophisticated threats such as ransomware, spyware, and
denial-of-service (DoS) attacks highlights the vulnerability of unmonitored systems. According to Almashagbeh et
al.(2021), more than 60% of cyber incidents could have been mitigated with early detection through monitoring tools. This
underscores the importance of implementing user-friendly diagnostic tools for maintaining both system health and security.

2. LITERATURE REVIEW

Author(s) / Topic/ Title Objectives Methodology Contribution to Limitations
Year Knowledge
Zou, Y. Security To examine recent Reviewed Provided insights | Limited practical
(2025) Diagnostic Tools approaches to multiple existing into integrating validation;

and Their implementing diagnostic security findings were
Implementation in | security diagnostic | frameworks and monitoring and mainly based on

Modern Computer | tools that enhance analyzed their performance simulated test

Systems system protection performance in optimization in environments.

and reliability. detecting system diagnostic tools.
anomalies.

Research Publish Journals

Page | 23



https://www.researchpublish.com/
https://www.researchpublish.com/
https://doi.org/10.5281/zenodo.17520734

ISSN 2348-1196 (print)
International Journal of Computer Science and Information Technology Research ISSN 2348-120X (online)
Vol. 13, Issue 4, pp: (23-30), Month: October - December 2025, Available at: www.researchpublish.com

Kumar, R, A Security To design and Developed and Contributed to Prototype limited
& Sharma, Diagnostic Tool implement a tool | tested a prototype practical to Windows OS
S. (2020) for Computer that automatically diagnostic tool understanding of and lacked
Systems analyzes and focusing on CPU, automation in support for
detects memory, and system distributed system
performance and disk usage. monitoring and testing.
security flaws in diagnostic
systems. accuracy.

3. MOTIVATION

The motivation for this project arises from the increasing reliance on computer systems in daily life and the consequences
of their failure. Small organizations, students, and individuals often lack access to advanced system management tools. By
providing them with a simple yet reliable diagnostic solution, they can monitor their systems independently and take
preventive measures.

Furthermore, research by Alshamrani et al. (2019) revealed that many cyber incidents could have been avoided with early
detection and proactive monitoring. This strengthens the motivation to design tools that not only detect performance issues
but also identify suspicious activities before they escalate into critical system failures.

4. METHODOLOGY

The methodology of this project describes the systematic approach adopted for the implementation of a security diagnostic
tool on computer systems. A structured methodology is essential because it provides a clear framework for carrying out the
project in an organized, efficient, and reliable manner. In research, methodology is not just about the steps taken, but also
the justification for choosing those steps and how they align with the objectives of the study.

For this project, the methodology followed a software implementation approach that included planning, analysis, design,
testing, and evaluation stages. The project did not aim to create a new tool from scratch, but rather to implement and
demonstrate an existing diagnostic tool in order to assess its functionality and effectiveness. Each stage of the methodology
was chosen to ensure that the implementation process was transparent, reproducible, and adaptable for future improvements.
The methodology also relied on a combination of qualitative and quantitative approaches. The qualitative aspect involved
reviewing literature, analyzing existing tools, and understanding the theoretical foundations of diagnostic systems. The
quantitative aspect included running the diagnostic tool on computer systems, observing its outputs, and evaluating the
results with measurable indicators such as CPU usage reports, memory performance graphs, and system logs. By combining
these two approaches, the project provides both practical demonstrations and theoretical insights into the role of diagnostic
tools in maintaining system health and security.

Data Source (Method of Data Collection)

The data required for this project came directly from the computer system, rather than external datasets. This was achieved
by leveraging system-level libraries that access real-time performance metrics (Oyetunji et al., 2020).

CPU Usage Data: Collected through psutil.cpu_percent() at specified intervals
Memory Data: Extracted via psutil.virtual_memory()
Disk Data: Monitored using psutil.disk_usage() and psutil.disk_io_counters()

Process Data: Obtained by listing active processes and their resource consumptionEvent Logs: Generated when abnormal
usage exceeded thresholds

The data was processed and logged into CSV files for further analysis and visualization.

Design Architecture and Detailed Design

The architecture of the diagnostic tool followed a layered design consisting of four main components:

1. User Interface Layer: Displays real-time system data and provides alerts through a graphical interface.

2. Diagnostic Engine Layer: Processes raw data, identifies anomalies, and manages interactions between system monitors.
3. System Monitoring Layer: Collects data from CPU, memory, disk, and processes using system calls and Python libraries.
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4. Notification Layer: Generates alerts or logs whenever unusual activity is detected.

In terms of detailed design, each monitoring function (e.g., CPU or memory usage) was implemented as a Python module.
The modules were then integrated into the diagnostic engine. Visualizations such as graphs and charts were generated
dynamically to provide users with easy-to-understand system reports.

The system architecture of the proposed security diagnostic tool is illustrated in Figure 3.2 below. It shows the major
components of the system and how data flows between them
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Figure 1: SYSTEM ARCHITECTURE OF THE SECURITY DIAGNOSTIC TOO.
Implementation Procedure
The implementation was carried out in structured phases:
1. Installation: Python and required libraries were installed.
2. Configuration: The tool was set up to monitor CPU, memory, disk, and processes.
3. Execution: The program was launched, displaying a GUI with live updates.
4. Monitoring: Tests were run under different workloads such as browsing and file transfers.
5. Alerting: Threshold breaches (e.g., CPU > 85%) triggered notifications.

6. Logging: Results were stored in log files for later evaluation.
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This figure illustrates the main dashboard of the Security Diagnostic Tool, displaying real-time system metrics such as CPU,
memory, disk, and network usage. The dashboard also includes a “Run Diagnostic” button and alert sections for notifying
users about detected issues.

Algorithm / Pseudo-codes

The tool followed a simple algorithm for monitoring and reporting system performance. The pseudo-code is presented
below:
Start
Initialize monitoring modules
Loop every 5 seconds:
Collect CPU usage
Collect memory usage
Collect disk activity
Collect running processes
If any usage exceeds threshold:
Trigger alert
Log event to file~
Display results on GUI
End Loop
Stop

Evaluation of Results

The evaluation involved testing the tool under different system conditions (Kumar & Sharma, 2020):
Normal Load: CPU usage remained below 40%, memory usage stable.

High Load: CPU usage exceeded 85% under heavy applications, triggering alerts.

Stress Testing: Disk operations showed accurate tracking of read/write cycles.

Results confirmed that the tool effectively monitored performance and responded appropriately.
Discussion of Results

The results demonstrated that the tool is effective in real-time system monitoring, easy to use, and compatible with existing
operating systems. Its lightweight design ensures it does not consume excessive resources while running. However, the tool
had limitations, such as basic alerts and limited visualization features. Despite these constraints, the implementation proved
successful in showing the relevance of diagnostic tools in maiaining computer system health and security.

Summary of Findings

This project focused on the implementation of a security diagnostic tool on computer systems. The tool was designed to
monitor essential system parameters such as CPU usage, memory consumption, disk activity, and active processes. Through
implementation, it was shown that the tool provides real-time performance feedback and generates alerts whenever
abnormal conditions are detected.

The findings demonstrate that:

1. A lightweight diagnostic tool can be successfully implemented on standard personal computers.

2. Real-time monitoring improves system reliability and supports preventive maintenance.

3. Alerts generated by the tool enable users to respond promptly to unusual system behavior.

4. The tool is user-friendly, making it useful for both technical and non-technical users.

These findings validate the relevance of security diagnostic tools in enhancing computer performance and reducing

vulnerabilities.

Page | 26
Research Publish Journals



https://www.researchpublish.com/
https://www.researchpublish.com/

ISSN 2348-1196 (print)
International Journal of Computer Science and Information Technology Research ISSN 2348-120X (online)
Vol. 13, Issue 4, pp: (23-30), Month: October - December 2025, Available at: www.researchpublish.com

5. CONCLUSION

From the implementation and evaluation of the diagnostic tool, it can be concluded that computer systems benefit
significantly from consistent performance monitoring. The project confirmed that security diagnostic tools play an
important role in protecting systems from failures caused by resource overload, abnormal processes, or potential attacks.
Although the tool implemented was not a newly developed application, its deployment proved the effectiveness of using
existing diagnostic solutions for academic and practical purposes. By providing visibility into system health, the tool
enhances productivity and reduces downtime.

Limitations of the Study
Like any project, this work faced some limitations:

a. The diagnostic tool was limited to monitoring CPU, memory, disk, and processes but did not integrate advanced threat
detection such as malware scanning.

b. Alerts were restricted to on-screen notifications; no automated email or SMS reporting was included.
c. The tool was tested only on small-scale computer systems and not on enterprise networks.
d. Visualization was basic, relying on standard graphs rather than advanced dashboards.
These limitations suggest opportunities for further work and improvements.
6. RECOMMENDATIONS

Based on the understanding gained from the design and implementation of the security diagnostic tool for computer systems,
the following recommendation are proposed;

1. Future implementations should integrate advanced security features such as malware scanning and intrusion detection.
2. The alert system should be enhanced to support email or SMS notifications for remote monitoring.

3. More sophisticated visualization tools such as dashboards could be developed for clearer performance tracking.

4. The tool should be tested on larger systems or networks to validate its performance in enterprise settings.
Contributions to Knowledge

This project has established a reliable implementation of security diagnostic tool on computer systems and provided a
valuable resource for stakeholders involved in system monitoring and performance management.
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